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Tém tat

Bai béo trinh bay mdt giadi phap phat hién xam nhap (IDS) dya trén md hinh hoc sau ap
dung cho ha tang dién todn dam may nhiéu thué bao. Nhom tac gia dé xuat kién truc lai
gita mang no-ron tich chap mot chiéu va mang bd nhé dai ngan han nham khai thac dong
thoi dac tring khong gian cda goi tin va dac trung thoi gian ctia luong két noi. Giai phap
dwgc danh gia trén hai tap dit liéu chuan la CIC-IDS2017 va UNSW-NB15 v&i cac chi s6
do chinh xac, do nhay, do dac hiéu va diém F1. Két qua thyc nghiém cho thay m6 hinh dé
xuat dat do chinh xac trung binh 98,4 phan tram, cao hon 2,7 diém phan tram so v4i mo
hinh co s@ stt dung rirng ngau nhién, dong thoi giam 31 phan tram ty 1€ canh béo sai. Bai
bao cting phan tich chi phi tinh toan khi trién khai m6 hinh & bién cua ha tang dam may
va dé xuat co ché cat tia trong s6 dé giam do tré suy luan.

Tw khoa

Tt khoa: phat hién xam nhap, hoc sau, dién toan dam may, an toan thong tin, mang no-
ron tich chap.

Abstract

This paper presents a deep learning based intrusion detection solution for multi tenant
cloud computing infrastructure. The authors propose a hybrid architecture combining a
one dimensional convolutional neural network and a long short term memory network in
order to jointly exploit the spatial features of packets and the temporal features of
connection flows. The solution is evaluated on two benchmark datasets, CIC-IDS2017
and UNSW-NB15, using accuracy, recall, specificity and F1 score. Experimental results
show that the proposed model reaches an average accuracy of 98.4 percent, which is 2.7
percentage points higher than the random forest baseline, while reducing the false alarm
rate by 31 percent. The paper also analyses the computational cost of deploying the
model at the edge of the cloud infrastructure and proposes a weight pruning mechanism
to reduce inference latency.

Keywords

Keywords: intrusion detection, deep learning, cloud computing, information security,
convolutional neural network.



1. GIOI THIEU

bién toan dam may da tré thanh nén tang ha tang chu dao cho cac hé thong thong tin cta
co quan nha nuwdc va doanh nghiép tai Viet Nam. Viéc tap trung dit liéu va dich vu trén
mot ha tang dung chung mang lai hiéu qua vé chi phi va kha nang mé rong, nhung dong
thoi lam gia tang bé mat tan cong. Mot s cO an toan thong tin trén ha tang dung chung
6 thé anh hwéng day chuyeén t6i nhiéu thué bao khac nhau, gay thiét hai 16n hon nhiéu so
vd&i mo hinh ha tang truyén thong.

Hé thong phat hién xam nhap la mot trong nhitng 16p phong thu quan trong nhat trong
kién tric bao vé nhiéu 16p. Cac hé thong dya trén dau hiéu tuy c6 do chinh xac cao véi
cac tan cong da biét nhung gan nhw bat lyc trwde cac bién thé méi va cac tan cong khai
thac 16 hong chwra duwge cong bo. Nguwoce lai, cac hé thong dua trén bat thuwong c6 kha
nang phat hién tdn cong mdi nhung thuwong co ty 1é canh bao sai cao, lam gidm hiéu qua
van hanh cua trung tdm diéu hanh an ninh mang.

Trong nhitng nam gan day, cac ky thuat hoc sau da dugc (tng dung rong rdi trong linh vure
phat hién xam nhap nho kha nang ty dong trich rit dac trung tir div liéu thé ma khong can
qua trinh thiét ké dac trung thu cong. Tuy nhién, phan 16n cac nghién cttu hién c6 tap
trung vao viéc nang cao do chinh xac trén tap dit liéu chuan ma chwa xem xét day du tdi
chi phi tinh toan va d6 tré khi trién khai thyrc t€ trén ha ting dam may.

Bai bao nay dé xuat mot kién tric lai nham can bang gitta do chinh xac phat hién va chi
phi trién khai. Béng gép chinh cta bai bao gom ba diém. Thit nhat, nhom tac gia dé xuat
kién tric két hgp mang tich chdp mot chiéu v6i mang bo nhé dai ngan han. Thit hai,
nhom tac gia xay dung quy trinh tién xi ly dit liéu luéng mang phu hgp véi méi truong
nhiéu thué bao. Thit ba, nhém tac gia dé xudt co ché cét tia trong s6 gitip giam do tré suy
luan ma chi lam suy giam khong dang ké do chinh xac.

2. CAC NGHIEN CUU LIEN QUAN

Cac nghién cttu vé phat hién xam nhap c6 thé chia thanh ba nhém chinh. Nhom th nhat
st dung céc thuat toan hoc may ¢6 dién nhw mdy véc to ho trg, cay quyét dinh va rirng
ngau nhién. Nhoém nay c6 wu diém la dé huan luyén, dé giai thich va chi phi tinh toan
thap, nhung phu thudc nhiéu vao chét lwgng ctia qua trinh thiét ké dac trung tha cong.

Nhoém thit hai st dung cac m6 hinh hoc sau thuéan tiy nhw mang no-ron nhiéu 16p, mang
tich chap hodac mang hoi quy. Cac nghién citu theo hwéng nay thuwong cho do chinh xac
cao hon nhom thit nhét trén cung tap di liéu, nhung doi héi lwgng dit liéu huan luyén 16n
va tai nguyén tinh todn dang ké.

Nhom thit ba, ciing la hwéng tiép can ctia bai bao nay, st dung cac kién trdc lai nham
khai thac diém manh ctia nhiéu loai mang khac nhau. Cac két qua da cong bo cho thay



kién tric lai thuwong dat hiéu nang t6t hon khi di liéu vira c6 cdu tric khong gian vira co
tinh chat chuoi thai gian, ding nhw dac diém cua dit liéu luéng mang.

3. PHUONG PHAP PE XUAT

Kién tric dé xuat gom bon khoi chitc nang. Khoi tién x ly thie hién chuan hoéa dit lieu
lubng, ma hoa cac treong phan loai va can bang lai phan b6 nhan bang ky thuat 1ay mau
tong hop. Khai trich dac trung khong gian st dung ba 16p tich chap mot chiéu véi kich
thwde b loc lan lwot l1a bay, nam va ba, moi 16p di kém mot 16p chuan héa theo 16 va
ham kich hoat tuyén tinh chinh lwu.

Khéi trich dac trung thoi gian gom hai 16p bd nhé dai ngéan han hai chiéu véi s6 don vi an
lan lwgt 1a m6t tram hai muoi tdm va sau mwoi tw. Pau ra cua khoi nay duge dwa qua co
ché chd y nham gén trong so cao hon cho céac budc thoi gian mang nhiéu thong tin phan
biét. Khoi phan 16p gom hai 16p két noi day du va mot 16p dau ra st dung ham kich hoat
phi tuyén chuan héa xac suat.

Dbé giam chi phi trién khai, nhom tac gia 4p dung co ché cat tia trong so6 theo d6 16n két
hgp véi lugng tit héa tdm bit. Qua trinh cat tia dwgc thye hién theo nhiéu vong, moi vong
loai bé6 mwdi phan tram trong s6 c6 gia tri tuyét doi nho nhat va huan luyén lai mé hinh
trong nam chu ky dé phuc hoi do chinh xac.

4. THUC NGHIEM VA PANH GIA

Thye nghiém dugce tién hanh trén may chu trang bi bo x 1y do hoa chuyén dung vé&i bo
nh¢ hai muoi tw gigabyte. Hai tap dit lieu dugc st dung la CIC-IDS2017 va UNSW-
NB15, chia theo ty 1é bay muoi phan tram cho huan luyén, muwgi lam phan tram cho kiém
dinh va muoi 1am phan tram cho kiém thtr. Céc chi s6 danh gia gom d6 chinh xac, do
nhay, do dac hiéu va diém F1.

Keét qua cho thdy mo6 hinh dé xuat dat d6 chinh xac chin muoi tdm phay bon phan tram
trén tap CIC-IDS2017 va chin muoi sdu phay chin phan tram trén taip UNSW-NB15. So
v6i mo hinh co sé ritng ngau nhién, mitc cai thién lan lwgt 1a hai phdy bay va ba phay
mot diém phan tram. Ty Ié canh bao sai gidam ba muwoi mot phan tram, day la chi s6 co y
nghia van hanh quan trong doi véi trung tdm diéu hanh an ninh mang.

Sau khi ap dung cat tia va lwvgng tir hda, kich thwdc mo6 hinh gidm tir bon muoi hai
megabyte xudng mwoi mot megabyte, do tré suy luan trung binh giam ti* hai mwoi ba mili
gidy xudng chin mili gidy trén moi 16 dit liéu, trong khi d chinh xac chi suy giam khong
qua khong phay nam diém phan tram. Két qua nay cho thay mé hinh hoan toan kha thi
khi trién khai & bién ha tang.

Nhoém téac gia cling tién hanh thye nghiém loai bé titng thanh phan nham danh gia dong
gop riéng ctia moi khoi. Khi loai bd co ché chi y, diém F1 gidam mot phay hai diém. Khi



thay khoi bo nhé dai ngan han bang mat 16p két n6i day da, diém F1 giam ba phay sau
diém, cho thay dac trung thdi gian dong vai tro quan trong trong bai toan nay.

5. KET LUAN

Bai bao da dé xuat va danh gia mot giai phap phat hién xam nhap da trén kién tric hoc
sau lai cho ha tang dién toan dam may. Két qua thyc nghiém trén hai tap dir liéu chuan
cho thay giai phap dat do chinh xac cao dong thgi giam dang ke ty 1é canh bao sai so v6i
mo6 hinh co sé. Co ché cat tia va lwgng tit hda giip mo hinh du nhe dé trién khai ¢ bién ha
tang.

Huwéng nghién cttu tiép theo cia nhom tac gia la mé rong mo hinh cho dit liéu ma héa
dau cudi, noi ndi dung goi tin khong con kha dung, va nghién citu co ché hoc lién két
nham huan luyén mo hinh trén di liéu caa nhiéu thué bao ma khong can tap trung dir liéu
vé mot noi.
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